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Abstract  
This study investigates a comparative analysis between two cryptographic algorithms, which are the 

Advanced Encryption Standard (AES) and the Learning With Errors (LWE), in the case of digital image 

encryption. The core of the aim is to evaluate the computational performance, output quality, and security of 

the two algorithms when applied to digital image data. The methods used include measuring the 

computational performance by recording the encryption and decryption times for both algorithms, as well as 

performing a detailed analysis of the image quality post-decryption, and comparing the security of the two 

algorithms. The results of this analysis indicate that AES outperforms LWE in terms of speed, providing 

faster encryption and decryption processes with minimal impact on image quality. However, LWE offers a 

stronger level of security against quantum-based attacks, although with a longer processing time. This study 

provides important insights for selecting the appropriate encryption algorithm based on security and 

performance requirements in digital image processing. 
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Abstrak  
Penelitian ini mengkaji analisis komparatif antara dua algoritma kriptografi, yaitu Advanced Encryption 

Standard (AES) dan Learning With Errors (LWE), dalam penerapannya pada enkripsi citra digital. Tujuan 

utama penelitian ini adalah mengevaluasi kinerja komputasi, kualitas output, serta tingkat keamanan kedua 

algoritma ketika diaplikasikan pada data citra digital. Metode yang digunakan meliputi pengukuran 

performa komputasi melalui pencatatan waktu enkripsi dan dekripsi pada kedua algoritma, analisis kualitas 

citra setelah proses dekripsi, serta perbandingan tingkat keamanan masing-masing algoritma. Hasil analisis 

menunjukkan bahwa AES memiliki performa lebih unggul dari sisi kecepatan dalam proses enkripsi dan 

dekripsi, dengan dampak minimal terhadap kualitas citra. Namun, LWE menunjukkan tingkat keamanan 

yang lebih kuat terhadap serangan berbasis komputasi kuantum, meskipun membutuhkan waktu 

pemrosesan yang lebih lama. Penelitian ini memberikan wawasan penting dalam pemilihan algoritma 

enkripsi yang sesuai berdasarkan kebutuhan keamanan dan kinerja dalam pengolahan citra digital. 

Kata Kunci: Enkripsi; Citra Digital; AES; LWE; Dekripsi 

 

 

1. INTRODUCTION 

The rapid development of digital technology has increased the need for reliable and 

efficient encryption methods to protect sensitive data, especially visual data. The 
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important role of digital images in various sectors, ranging from personal communications 

and social media to critical infrastructure and defense systems, also ensuring the 

confidentiality and integrity of visual information has become a significant concern. 

Traditional cryptographic approaches, such as the Advanced Encryption Standard (AES), 

have long been valued for their high performance, stability, and wide acceptance in 

various industry standards. AES, one of the most powerful image encryption techniques, 

is a block cipher meant to secure digital communication. Its structured approach makes 

it suitable for image encryption, but images require adjustments because of their orderly 

arrangement (Lafta, 2005).  

However, the rapid development of quantum computing technologies introduces new 

challenges, as many conventional algorithms face potential vulnerabilities against future 

quantum-enabled attacks. There are evaluation standards for cryptographic systems that 

can withstand quantum attacks, referred to as Quantum Secure Cryptography. These 

standards focus on three main aspects: the level of security, cost and performance, and 

algorithm implementation (Alagic et al., 2022). One recommended approach for 

developing quantum-resistant cryptographic systems is lattice-based cryptography. 

The foundation of lattice problems was first laid by Ajtai (1997), who introduced the 

concept of Short Integer Solution (SIS), a method aimed at solving lattice-based 

computing problems, specifically finding the shortest solution to the system of 

homogeneous linear equations. Regev (2005) expanded on SIS by incorporating 

complexity and security considerations, known as Learning With Error (LWE), which 

introduces small errors into linear equations to enhance security. This evolving landscape 

raises important questions about how classical and post-quantum algorithms compare 

when applied specifically to the encryption of digital images, where factors such as 

processing efficiency, preservation of image quality, and algorithmic resilience must all 

be carefully evaluated. 

In a previous study, Setiawan et al. (2024) explored the application of lattice-based 

cryptography for digital image encryption using the Learning With Errors (LWE) 

algorithm. The study primarily focused on implementing the LWE algorithm for 

encrypting digital images and demonstrated its feasibility as a quantum-resistant 

cryptographic approach. However, the study did not provide a comprehensive evaluation 

of the algorithm’s performance, nor did it compare LWE with widely used classical 

encryption methods such as AES. Consequently, the relative advantages and limitations 

of classical and post-quantum cryptographic approaches for image encryption remain 

insufficiently understood. Therefore, this study conducts a comparative analysis of AES 

and LWE by examining their computational efficiency, image quality preservation, and 

statistical security characteristics.  

To investigate these aspects, this study adopts a structured evaluation framework that 

considers three main dimensions: computational efficiency, image quality preservation, 

and statistical security. The computational aspect is analyzed by measuring the 
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encryption and decryption times of each algorithm to identify differences in operational 

efficiency. Image quality is further examined through the analysis of decrypted images to 

ensure that the encryption process does not introduce distortions or degrade essential 

visual information. In addition, a statistical security analysis is carried out to evaluate 

the robustness of encrypted images and to contrast the established reliability of AES in 

classical cryptographic environments with the theoretical resilience of LWE against 

potential quantum-based attacks. 

Through this framework, the study provides a systematic comparison between AES and 

LWE for digital image encryption by examining computational efficiency, image quality 

preservation, and statistical security. The results offer practical insights into the trade-

offs between performance and security when selecting appropriate cryptographic 

techniques for image protection. 

 

2.  METHODS 

This study employs an experimental comparative methodology to systematically evaluate 

the computational performance, output quality and security characteristics of the 

Advanced Encryption Standard (AES) and the Learning With Errors (LWE) algorithm in 

the context of digital image encryption. To simplify the computational process, all 

experiments were performed using grayscale images, as their single-channel pixel 

matrices require significantly lighter processing than RGB images. This choice also 

reflects the hardware limitations of the testing environment, which is not sufficiently 

capable of handling the heavier computational load associated with multi-channel color 

images.  

2.1 Theoritical Background 

The foundational theories supporting this research will be presented in the following 

section, with a particular emphasis on modern cryptographic concepts. The main focus 

will be on encryption and decryption schemes based on the AES and LWE. 

2.1.1 Cryptosystem 

According to Stinson (2006), a cryptosystem is formally defined as a 5-tupple 

(𝒫, 𝒞, 𝒦, ℰ, 𝒟), that satisfied the following condition:  

i) 𝒫 is a finite set of possible plaintext.  

ii) 𝒞 is a finite set of possible ciphertext. 

iii) 𝒦, the key space, is a finite set of possible key. 

iv) For each 𝑘 ∈ 𝒦 there is an encryption scheme 𝑒𝑘 ∈ ℰ and corresponding decryption 

scheme 𝑑𝑘 ∈  𝒟. Each 𝑒𝑘 : 𝒫 → 𝒞 and 𝑑𝑘: 𝒞 → 𝒫 are function such that 𝑑𝑘(𝑒𝑘) = 𝑥 for 

every plaintext element 𝑥 ∈  𝒫. 
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2.1.2 The Advanced Encryption Standard (AES) 

The Advanced Encryption Standard (AES) is a symmetric block cipher adopted by 

Dworkin (2001). A block cipher processes the plaintext of a fixed length, knows as the 

block size. When the plaintext exceeds this size, it must be separated into multiple blocks. 

In most cases, the final block requires padding so that its length matches the required 

block size (Almuhammadi & Alhejri, 2017). 

2.1.3 The Cipher Block Chaining (CBC)  

Dworkin (2001) explains that the CBC mode is a confidentiality mode whose encryption 

process features the combining (“chaining”) of the plaintext blocks with the previous 

ciphertext blocks. The CBC mode requires an initialization vector (IV) to combine with 

the first plaintext block. The IV need not be secret, but it must be unpredictable. Also, the 

integrity of the IV should be protected. The CBC mode is defined as follows: 

CBC Encryption:    

𝐶1 =  𝐶𝐼𝑃𝐻𝐾 (𝑃1  ⊕  𝐼𝑉);  

𝐶𝑗 =  𝐶𝐼𝑃𝐻𝐾  (𝑃𝑗  ⊕ 𝐶{𝑗−1}) for  𝑗 =  2 …  𝑛. 

 

CBC Decryption: 

𝑃1   =  𝐶𝐼𝑃𝐻𝐾
−1  (𝐶1 )  ⊕  𝐼𝑉;  

𝑃𝑗 =  𝐶𝐼𝑃𝐻𝐾
−1 (𝐶𝑗 ) ⊕  𝐶𝑗−1 for 𝑗 =  2 …  𝑛. 

 

2.1.4 Learning With Error Distribution 

Given a vector 𝒔 ∈ ℤ𝑞
𝑛 called secret. The LWE distribution 𝐴𝑠,𝜒 over ℤ𝑞

𝑛 × ℤ𝑞 is sampled by 

choosing 𝒂 ∈ ℤ𝑛
𝑞
 uniformly random, choosing error 𝑒 ← 𝜒, and outputting (𝒂, 𝑏 = 〈𝒔, 𝒂〉 +

𝑒 𝑚𝑜𝑑 𝑞 (Peikert, 2016).  

2.1.5 Learning With Error Search Problem  

Given 𝑚 independent samples (𝑎𝑖 , 𝑏𝑖) ∈ ℤ𝑞
𝑛 × ℤ𝑞 drawn from 𝐴_{𝑠, 𝜒} for a uniformly 

random 𝑠 ∈ ℤ𝑞
𝑛, the Search-LWE problem is finding 𝑠 (Peikert, C., 2016). 

2.1.6 Learning With Error Encryption and Decryption Scheme  

a. LWE Encryption 

The LWE encryption process begins by selecting a private vector 𝑟 ∈ ℤ𝑞
𝑛. A public matrix 

𝐴 ∈ ℤ𝑞
𝑛×𝑚 is generated, and a public key vector 𝑏 = 𝐴𝑠 + 𝑒1 is computed using a secret 

vector 𝑠and a small error term 𝑒1. To encrypt a message 𝑥, the algorithm forms two 

ciphertext components:  

𝑢 = 𝑟𝑇𝐴 + 𝑒2, 
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𝑣 = 𝑟𝑇𝑏 + 𝑒3 + 𝑥  

where 𝑒2 and 𝑒3 are additional small error. The ciphertect is the pair (𝑢, 𝑣) (Peikert, C., 

2016). 

b. LWE Decryption 

Decryption uses the secret vector 𝑠 to recover the message. The plaintext is obtained by 

computing, 

𝑥 = 𝑣 − (𝑢 ⋅ 𝑠), 

which removes the LWE-related components and error terms, leaving the original 

message 𝑥. The small noise values ensure security while still allowing correct message 

recovery (Peikert, C., 2016). 

 

2.2 Evaluation Metrics 

The evaluation metrics used in this study are computational performance (time), output 

quality, and security. The details are as follows. 

2.2.1 Computational Performance (time) 

a. Encryption Time (in second) 

b. Decryption Time (in unit second) 

2.2.2 Output Quality (Decrypted Image) 

a. Mean Squared Error (MSE) 

b. Structural Similarity Index Measure (SSIM) 

2.2.3 Security 

Correlation Coefficient Analysis 

3.  RESULTS AND DISCUSSIONS  

Digital image categorizes into three types based on their color and pixel structure: RGB, 

grayscale, and binary images. This paper focuses specifically on applying digital image 

encryption techniques to grayscale images. A grayscale image is mathematically 

represented as a matrix containing gray intensity values that range from 0 (white) to 255 

(black). Picture 1 is the plain image or Original Image which later converted into a matrix 

whose entries are the pixels of the image. Table 1 presents the encryption and decryption 

results obtained using AES and LWE, with each experiment performed three times. 
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Picture 1. Plain Image 

Table 1. Encryption and Decryption Output of AES and LWE 

Schemes Trial 1 Trial 2 Trial 3 

 
AES Encryption 
Output 

 

 

 

 

 

 
 
AES Decryption  
Output 

 

 
 

 

 

 

 

 
LWE Encryption 
Output 

   

 
LWE Decryption 
Output 

   

 

Moreover, all outputs were evaluated. Computational performance was assessed by 

measuring the estimated execution time of both the AES and LWE algorithms. Image 

quality evaluation was conducted using Mean Squared Error (MSE) and Structural 

Similarity Index Measure (SSIM) to determine the degree of similarity between the 

original and decrypted images. Finally, the security evaluation was performed using 

correlation coefficient measurements to examine the randomness of the encrypted images 

produced by each algorithm. 

 



 

Setiawan, et al A Comparative Analysis of AES … 

 

 

 
 

Griya Journal of Mathematics Education and Application Volume 6 Nomor 1, Maret 2026 

 

|215 

 

3.1 Computational Performance  

The computational performance is evaluated based on the execution time (in second) of 

the encryption and decryption of AES and LWE. Each experiment was repeated three 

times to observe the trend in the runtime performance.  

 

Tabel 2. The execution time (in second) of AES and LWE 

Skema Trial 1 Trial 2 Trial 3 

AES Enkripsi 0,136 0,103 0,192 

AES Dekripsi 0,137 0,202 0,208 

LWE Enkripsi 83,518 81,682 83,867 

LWE Dekripsi 4,173 4,124 4,099 

 

As shown in Table 2, the execution time for AES encryption and decryption ranges from 

0.1 to 0.2 seconds. In contrast, LWE requires significantly longer execution time, 

requiring around 81–83 seconds for the encryption process. This is due to the fact that 

each pixel in the image generates a pair of cipher pixels. Furthermore, the decryption 

process in LWE takes approximately 4 seconds. 

 

3.2 Output Quality (Decrypted Image) 

The analysis of image quality was performed to assess whether there were any changes 

in the resolution or structural characteristics of the original image following the 

decryption process. To evaluate this, Mean Squared Error (MSE) and Structural 

Similarity Index Measure (SSIM) were employed as the assessment methods. 

 

3.2.1 Mean Squared Error (MSE) 

Mean Squared Error (MSE) is one of the most widely used quantitative metrics for 

evaluating the quality of decrypted images in image encryption systems because it 

measures the average squared difference between the original image and the decrypted 

result. In the context of encryption and decryption, MSE indicates whether the 

reconstruction process is lossless, meaning that all visual information is fully restored 

after the original image has been transformed into an unintelligible encrypted form. MSE 

computes the average squared discrepancies between corresponding pixels in the original 

and cipher images. The calculation formula for MSE in this study follows the approach 

presented by Elmenyawi et al. (2024). A lower MSE values reveal a lower level of 

distortion, implying that the cipher image closely resembles the original ((Zhang & Hu, 

2021). A smaller MSE value reflects a higher level of pixel similarity between the two 

images, and an MSE approaching zero signifies that no distortion occurred during the 

decryption phase.  
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Table 3. MSE Analysis of AES and LWE 

Trial AES LWE 

1 0.0 0.0 

2 0.0 0.0 

3 0.0 0.0 

 

Table 3 presents the results of the MSE analysis of image quality between AES and LWE 

decrypted images obtained in this experiment. The results show that in all trials, the 

comparison between the original image and the decrypted image for both AES and LWE 

yields an MSE value of zero, indicating that the decrypted images are identical to the 

original 

 

3.2.2 Structural Similarity Index Measure (SSIM) 

The Structural Similarity Index Measure (SSIM) is a perceptual image quality metric 

used to evaluate the structural fidelity between an original image and its decrypted 

version. It plays an essential role in image encryption research because it assesses 

luminance, contrast, and structural similarity, providing a more human-perceptual 

evaluation compared to purely numerical measures such as MSE. Within the context of 

decryption, an SSIM value in Table 4 both of AES and LWE is equal to 1, which indicates 

the spatial patterns of the image, including textures, edges, and local structural 

relationships, are preserved after the encryption and restoration process.  

In addition, numerous image encryption studies show that symmetric algorithms such as 

AES often yield SSIM values of 1.0 because their decryption process restores the image 

without altering its structural content (Alexan et al, 2025). Consequently, SSIM is 

essential not only for evaluating numerical accuracy but also for confirming that the 

structural characteristics of the image remain intact during encryption and decryption. 

Tabel 4. SSIM Analysis of AES and LWE 

Trial AES LWE 

1 1.0 1.0 

2 1.0 1.0 

3 1.0 1.0 

 

3.3 Security 

To evaluate the security of the image encryption process, a correlation coefficient analysis 

will be conducted on the AES and LWE cipher images. Both analyses aim to verify that 

the pixels of the image have been encrypted in uniformly random. 

3.3.1 Correlation Analysis  

A correlation coefficient analysis aim to verify that the pixels of the image have been 

encrypted in uniformly random. Pixel-correlation analysis evaluates how much statistical 
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dependence remains between adjacent pixels in a cipher-image. In natural images, 

neighboring pixels typically have very high correlation (0.95–0.99), reflecting spatial 

continuity. A secure encryption system must drastically reduce this correlation so that 

adjacent pixels in the cipher-image appear statistically independent (Bashir Abugharsa et 

al., 2012) 

Table 5. Scatter Plot AES  

Scatter Plot AES 

Trial 1 

 

Trial 2 

 

Trial 3 
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Table 6. Scatter Plot LWE 

Scatter Plot LWE 

Trial 1 

 

Trial 2 

 

Trial 3 

 

Scatter Original Image 
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Table 7. Correlation Coefficients of Adjacent Pixels for Plain-Image, AES, and LWE 

Method Direction Correlation Value 

Plain Image Horizontal 0.9958 

Vertical 0.9936 

Diagonal 0.9922 

AES Horizontal –0.0182 

Vertical 0.0145 

Diagonal 0.0060 

LWE Horizontal 0.0018 

Vertical 0.0005 

Diagonal –0.0159 

 

Table 5, Table 6, and Table 7 show all values fall well within the secure threshold (|r| < 

0.03), indicating that both algorithms successfully eliminate spatial dependencies from 

the plaintext. However, LWE consistently achieves lower correlation values than AES for 

all three directions. The correlations for LWE are extremely close to zero 0.0018 and 

0.0005 for horizontal and vertical directions, respectively and slightly negative for 

diagonal pairs. 

 

These results demonstrate that LWE exhibits stronger pixel decorrelation than AES. This 

suggests that LWE provides a more effective dispersion of error or noise throughout the 

cipher-image, a property supported by prior research showing that lattice-based 

encryption has strong noise propagation due to the injected Gaussian error term by 

(Lepoint & Naehrig, 2014).  This enhanced decorrelation makes statistical attacks based 

on pixel adjacency significantly more difficult.  

 
4.  CONCLUSION 

This study presents a comparative analysis of the Advanced Encryption Standard (AES) 

and the Learning With Errors (LWE) algorithms in the context of digital image 

encryption. Based on the experimental results, AES demonstrates superior computational 

performance, offering significantly faster encryption and decryption times while 

maintaining high output image quality after decryption. On the other hand, LWE delivers 

more uniformly random for security level, particularly in providing resistance to 

quantum-based attacks, although it requires longer processing time. 

From a practical perspective, these findings indicate that AES remains more suitable for 

applications requiring real-time processing and computational efficiency, such as 

multimedia transmission and cloud-based image storage. Meanwhile, LWE-based 

encryption may be more appropriate for scenarios where long-term security against future 

quantum threats is a primary concern. 

However, this study has several limitations. The evaluation focuses mainly on 

computational performance, image quality, and basic statistical characteristics, while 

other factors such as scalability, memory usage, and resistance to advanced cryptanalytic 

attacks were not extensively examined. Future research may explore optimized 
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implementations and broader evaluation metrics to provide a more comprehensive 

assessment of LWE-based image encryption. 

 

5.  RECOMMENDATION 

Future work may explore possible approaches to improve the computational efficiency of 

LWE-based encryption, particularly through algorithmic optimization or hardware-

supported implementations. Further investigations could also consider evaluating the 

method using a wider range of image datasets and additional performance indicators, 

such as memory usage, scalability, and resistance to more advanced cryptanalytic attacks. 

These efforts would help provide a more comprehensive understanding of the practical 

potential of post-quantum cryptographic techniques for digital image encryption 
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